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Lab - Trunks 

 

Topology Overview 

 

PC-1, PC-3, and PC-5 are on network 192.168.1.0/24. PC-2, PC-4, and PC-6 are on network 

172.16.1.0/24. 
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a. From PC-1, ping 192.168.1.255 and from PC-4, ping 172.16.1.255.  PC-3 and PC-5 should 

respond to PC-1, PC-2 and PC-6 should respond to PC-4.  

 

Observe 

 

Reachability is confirmed. 

 

 

b. On SW1 and SW2, place the even-numbered PCs in VLAN 2 and the odd-numbered PCs 

in VLAN 3. Name VLAN 2 EVEN and VLAN 3 ODD. Press the up arrow and repeat step a. 

 

 

SW(config)# vlan X 

SW(config-vlan)# name X 

 

Observe 

 

The PCs connected to SW2 are no longer responding to the broadcast pings. 

 

 

c. On SW1 and SW2, observe the interface statuses. 

 

Observe 

 

On both switches, interface Fa0/7 is part of the default VLAN.  

 

There’s A Problem 

 

There are ports assigned to both VLANs on both switches, and devices need to maintain 

reachability to other devices in their respective VLANs that are connected to the remote switch. 

The connection between the switches must therefore be able to carry traffic for multiple VLANs; 

however, an access port can be assigned to only one VLAN. 

 

The Solution 

 

The solution is called a trunk port. A trunk port can carry traffic for multiple VLANs, allowing 

traffic from both VLANs to be forwarded across the link to the other switch. 

 

Question 

 

• How would SW2 know which arriving traffic forwarded from SW1 belongs to which VLAN? 
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Engineer Insight 

 

When switches are connected using trunks, they can mark frames with the VLAN they belong to. 

This is called VLAN tagging. The tag identifies the frame's VLAN using its VLAN ID. 802.1Q is the 

protocol used to tag the frames. You can think of 802.1Q as the language the switches use to 

communicate this VLAN information. 

 

An access port, on the other hand, forwards frames with no VLAN-related information attached. 

They are the ports that connect to end devices like a PC or printer which are unaware of the 

VLAN assigned to their port. Figures 2 and 3 show packet captures of the broadcast frames 

forwarded out of access ports. 

 

 
Figure 2 – Frame Forwarded Out Access Port 

 

 
Figure 3 – Frame Forwarded Out Access Port 

 

 

d. On SW1 and SW2, configure interface Fa0/7 as a trunk, then check the status of the 

interfaces.  

 

SW(config)# interface fa0/7 

SW(config-if)# switchport mode trunk 

 

Note: Some switches require 802.1Q to be explicitly configured as the tagging protocol with the 

command switchport trunk encapsulation dot1q. 
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Observe 

 

Instead of a numerical VLAN ID being displayed, the Vlan value for interface Fa0/7 is trunk.   

 

 
Figure 4 – SW1 show interface status output 

 

 

Engineer Insight 

 

With trunking enabled, the switches can forward traffic for both VLANs between each other on 

interface Fa0/7. Figures 5 and 6 display the VLAN 802.1Q tags applied to the broadcast frames. 

The actual packet captures were included with the lab download. 

 

 
Figure 5 – Frame Forwarded Out Trunk Port 

 

 
Figure 6 – Frame Forwarded Out Trunk Port 

 

 

e. On SW1, issue the following command then view the MAC table. 

 
 

SW1# show interfaces trunk 



5 Tiffany York | WITTY NETWORKS 

 

Observe 

 

As a trunk, interface Fa0/7 appears in the output of the show interfaces trunk command. The MAC 

table lists Fa0/7 in all three VLANs. The MAC address 000d.bd6a.d207 belongs to the remote 

switch and appears once in each VLAN, resulting in the multiple entries you see.   

             

      

 
Figure 7 – SW1 do show interface trunk output 

 

 
Figure 8 – SW1 show mac add ress-table output 

 

 

The trunk allows a single connection between the switches to carry traffic for multiple VLANs 

while maintaining the separation between those VLANs. 


